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CHAPTER 3

Every Model Begins Drifting on Day One
Drift is not an exception. It is the natural consequence of operating in a changing world.

Opening illustration for Chapter 3: Every Model Begins Drifting on Day One.

EXECUTIVE INSIGHT

Every model is built from assumptions about data, behaviour and risk. Those assumptions begin ageing the 
moment the model enters production. Customer populations change, products evolve, economic conditions 
shift and criminal methodologies adapt. The question is not whether drift will occur. It is whether the 
organisation will recognise and govern it before performance materially deteriorates.
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Figure 3.1: Every Model Begins Drifting on Day One - key framework.

Models Are Structured Assumptions
Models often appear objective because they produce scores, classifications and thresholds. Yet every 
output reflects choices: which data was included, which period was considered representative, how 
outcomes were labelled, how exceptions were treated and what trade-offs were accepted between 
sensitivity and precision. A model is therefore not a permanent truth. It is a structured view of the 
world at a particular moment.

That view may be highly accurate when the model is developed. It may be validated carefully, 
approved through governance and monitored against accepted performance measures. None of that 
prevents the environment from changing after deployment. The customer base evolves. Products are 
modified. Payment corridors shift. Criminal methodologies adapt. Data quality improves or 
deteriorates. Investigator decisions introduce new feedback. The model continues to operate, but the 
world it describes begins to move.

This is why deployment should never be treated as the finish line. It is the beginning of the model's 
governance life.

Data Drift and Concept Drift
Data drift occurs when the characteristics of inputs change. Customers may use products differently, 
transaction values may shift, new corridors may become significant or a once-small customer segment 
may become material. The model sees different data from the data on which it was trained or 
calibrated.
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Concept drift is deeper. It occurs when the relationship between behaviour and risk changes. A pattern 
that once indicated suspicious activity may become common and legitimate as products evolve. 
Conversely, a new criminal typology may not resemble the historical examples on which the model 
learned. The model may continue to perform against historical definitions while becoming less 
effective against current risk.

Both forms of drift matter, but concept drift is particularly important in financial crime because the 
problem is adversarial. Criminals are not passive variables. They respond to detection, learn from 
controls and deliberately search for patterns that existing models do not recognise.

Why Periodic Validation Is No Longer Enough
Periodic validation remains essential. It provides independent challenge, documentation and assurance 
that a model was developed and implemented appropriately. However, it provides a point-in-time 
assessment. In fast-moving environments, a model can deteriorate substantially between scheduled 
reviews. Annual validation can confirm that a model was reasonable at the time of testing while 
offering limited assurance about the months that follow.

The issue is not whether validation is valuable. It is whether validation alone is sufficient. If a product 
launch materially changes customer behaviour in March, a validation scheduled for December may 
arrive too late. If geopolitical developments alter sanctions or payment corridors overnight, a quarterly 
committee cycle may not be fast enough. If investigators begin observing new typologies, those insights 
must influence governance before they become a theme in next year's review.

The pace of governance must match the pace of change. When it does not, drift becomes invisible until 
performance, audit or regulation exposes it.

Govern the Environment, Not Only the Model
Continuous model governance expands attention beyond statistical performance. It monitors changes 
in customers, products, markets, typologies, data quality, investigator outcomes and external 
intelligence. These signals provide context for understanding why performance changes and whether 
intervention is required.

This broader view is important because a model can appear statistically stable while the underlying 
risk environment becomes less familiar. Performance metrics may not immediately show the effect of a 
newly emerging typology if that typology is not yet labelled or visible in historical outcomes. A 
governance process that waits for performance to decline may therefore lag behind the risk it is 
supposed to manage.

Adaptive governance treats drift as information. It asks what the drift reveals about the institution, its 
customers and the threat environment. The objective is not to eliminate change. The objective is to 
make change visible, interpretable and governable.

From Principle to Practice

The practical implication of drift is that deployment must be treated as the beginning of governance, 
not the end of development. A model owner needs a defined set of indicators, a cadence for 
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interpretation, thresholds for escalation and authority to change or retire the model when its 
assumptions no longer hold.

The aim is not to create one universal threshold. Models differ in purpose, risk and data. The aim is to 
create a disciplined process for determining which changes matter and what decision they should 
trigger.

Figure 3.2 · The Model Health Operating Loop

Define the forms of drift you are prepared to detect

Data drift occurs when the distribution, completeness or quality of inputs changes. Population drift 
occurs when the customers, products, corridors or transaction patterns using the model differ from the 
original population. Concept drift occurs when the relationship between behavior and risk changes. 
Performance drift occurs when outcomes deteriorate, even if the reason is not yet known. Operational 
drift occurs when queues, overrides, investigation practice or downstream capacity alter how model 
outputs are used.

A monitoring plan should cover each category. Otherwise, the organization may observe stable model 
scores while the inputs, customers or investigation process have changed materially.

Design thresholds as decision triggers

A threshold is useful only when the required response is defined. Warning thresholds may trigger 
diagnostic analysis. Escalation thresholds may require a formal performance review, temporary 
compensating control, approval of continued use or restriction of the model. Material thresholds may 
require suspension, rollback or independent validation.
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Thresholds should be calibrated to the model's risk and consequence. They should combine 
quantitative indicators with expert judgment and contextual events such as a product launch, sanctions 
change or major shift in customer behavior.

Govern model change according to consequence

Not every adjustment requires the same approval. A change taxonomy should distinguish routine 
maintenance, threshold tuning, feature or data changes, methodology changes and emergency 
interventions. Each class should define documentation, testing, approval, validation and post-
implementation monitoring.

Emergency change must be possible when risk is material, but urgency should not remove traceability. 
The decision, evidence, temporary controls and required retrospective review should be recorded.

Working Template

Monitoring domain Examples Decision supported

Data quality Missing fields, latency, distribution shift, 
lineage breaks.

Investigate upstream change or apply 
compensating control.

Population Customer mix, geography, product use, 
value bands, corridor migration.

Re-segment, recalibrate or reassess 
applicability.

Performance Detection yield, precision proxies, case 
outcomes, overrides.

Tune, retrain, redesign or validate.

Operations Queue age, analyst behavior, quality 
scores, disposition changes.

Adjust capacity, procedure, training or 
workflow.

External context Typologies, sanctions, product releases, 
economic events.

Challenge features and coverage before 
metrics deteriorate.
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Figure 3.3 · A Practical Model Health Dashboard

Decision Framework

Change class Examples Minimum governance

Routine maintenance Bug fix, non-material display or workflow 
correction.

Owner approval, testing and release 
record.

Tuning Threshold or parameter adjustment 
within approved methodology.

Outcome analysis, Compliance approval 
and monitored deployment.

Material model change Features, data source, segmentation or 
methodology.

Formal change paper, testing, validation 
and committee approval.

Emergency intervention Temporary restriction, rollback or 
compensating rule.

Senior approval, documented rationale, 
time limit and retrospective review.

Retirement Model no longer effective or required. Coverage assessment, replacement or 
residual-risk approval.

Executive Case Study

A model that remained green while the business changed
A transaction-monitoring model remained within its historical performance tolerances. Alert rates and 
investigator outcomes were stable, and the periodic validation had not identified a material weakness. During 
the same period, the business launched a new product and attracted a different customer population.
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Implementation

The model-health review added population and product indicators rather than relying on aggregate 
alert performance. It revealed that the new customers were underrepresented in the original 
development data and that a growing payment corridor produced behavior outside the model's 
historical range.

Governance

The organization introduced segment-level monitoring, temporary rules for the new corridor and a 
formal change assessment. A revised model was tested against both historical outcomes and targeted 
cases from the new product. Governance approved a staged deployment with explicit post-launch 
thresholds.

Outcome and lesson

The lesson is that model performance can look stable when the population has changed underneath it. 
Model risk management must monitor the environment the model describes, not only the outputs the 
model produces.

Common Failure Modes

 Monitoring only aggregate performance and missing segment deterioration.
 Using thresholds without defined actions or accountable owners.
 Treating annual validation as a substitute for ongoing monitoring.
 Allowing emergency changes to remain indefinitely.
 Ignoring operational drift in analyst decisions and downstream capacity.

A Practical 30 / 60 / 90-Day Plan

Period Actions and evidence

First 30 days Inventory models and decision owners; classify risk and 
consequence; define the minimum monitoring domains; 
identify critical data and population indicators.

Days 31-60 Set warning and escalation triggers; establish the model-
health forum; define change classes and emergency 
authority; pilot the dashboard on one high-risk model.

Days 61-90 Complete the first diagnostic review; implement one 
controlled change; independently test monitoring data; 
report model health and open decisions to senior 
governance.

Implementation checkpoint
At the end of the first ninety days, leadership should be able to point to at least one changed decision, one 
implemented control or governance improvement, and evidence that the result was tested. Activity alone is 
not proof of adaptation.
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Executive Reflection
A model does not become unreliable because it drifts. It becomes dangerous when drift remains 
unnoticed or unexplained. The strongest institutions will be those that treat every model as a living 
capability, continuously observed, challenged and improved as the world around it changes.

Questions for Leaders

• Which model assumptions are explicitly monitored after deployment?

• How quickly would your organization detect a change in customer behaviour that invalidates a 
threshold?

• What evidence from investigators, fraud teams or product teams is incorporated into model 
governance?

• Does validation answer whether the model was built correctly, or whether it remains the right 
model for today?
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